Privacy Plan 
The following procedures must be followed. 

· The data will be secured per the Data Security Plan of this protocol.

· Only investigators for this study and clinicians caring for the patient will have access to data.  

· UVA University Data Protection Standards will be followed.
· If identifiable data is transferred to any other location such as a desktop, laptop, memory stick, CD etc. the researcher must follow the University’s Highly Sensitive Data Protection Standard for Individual-Use Electronic Devices or Media Additional requirements may be found in the University's Security of Network-Connected Devices Standard. If identifiable data is taken away from the UVA Health , Medical Center Policy # 0218 will be followed. 

· Data will be securely removed from the server/drive, additional computer(s), and electronic media according to the University's Electronic Data Removal Standard. 

· Data will be encrypted or removed if the electronic device is sent outside of UVA for repair according to the University's Electronic Data Removal Standard .
· If PHI will be faxed, researchers will follow the UVA Health Policy # 0194.    

· If PHI will be emailed, researchers will follow the UVA Health Policy # 0193 and University Data Protection Standards (UDPS 3.0).  
· Data may not be analyzed for any other study without additional IRB approval. 

· If you are using patient information you must follow UVA Health Policy  # 0021.

· Both data on paper and stored electronically will follow the University's Record Management policy and the Commonwealth statute regarding the Destruction of Public Records.

If you have a question or concerns about the required security standards contact InfoSec at

 it-security@virginia.edu
Summary of Requirements to Comply with UVA Health, Medical Center and University Policies and Guidance as noted above:

Highly Sensitive Data is:
-personal information that can lead to identity theft if exposed or

-data that reveals an individual’s health condition and/or history of health services use. 

Protected Data (PHI) a type of Highly Sensitive Data, is data combined with a HIPAA identifier 

Identifiable Data under HIPAA regulations is considered to be Highly Sensitive Data at UVA.
A Limited Data Set (LDS) under HIPAA regulations is considered to be Moderately Sensitive Data at UVA. The only HIPAA identifiers associated with data: dates and or postal address information limited to town or city, state, and zip code.  

	Highly Sensitive Data
(Identifiable Health Info per HIPAA ) 
	Moderately Sensitive Data 

(Limited Data Set and De-identified data per HIPAA)

	General Issues 
	General Issues

	Discussions in private

Do not share with those not on the study team or those who do not have a need to know.
	Do not share with those not on the study team or those who do not have a need to know.

	Password protect 
	Password protect

	Physically secure (lock) hard copies at all times if not directly supervised. 

If not supervised hard copies must have double protection (e.g. lock on room OR cabinet AND in building requiring swipe card for entrance).  
	Physically secure (lock) hard copies at all times if not directly supervised.  

	For electronic documents turn off File Sharing; turn on firewalls; use up to date antivirus and antispyware; delete data securely.
	For electronic documents turn off File Sharing; turn on firewalls; use up to date antivirus and antispyware; delete data securely.

	Encrypt

See Encryption Solutions Guidance 

Files on UVA Health Network drives are automatically encrypted.  If not stored there it is study teams responsibility to make sure data are encrypted. 
	

	If device sent out for service or repair, encrypt or remove data AND contract for repair using a UVA Purchase order.
	If device sent out for service or repair, encrypt or remove data AND contract for repair using a UVA Purchase order.

	Store files on a network drive specifically designated for storing this type of data, e.g. high-level security server/drives managed by Information Technology Services or the “F” and “O” managed by UVA Heath Computing Services.  You may access it via a shortcut icon on your desktop, but you are not allowed to take it off line to a local drive such as the desktop of your computer (e.g. C drive) or to an individual  Use Device*.  May access via VPN
	

	Do not share with sponsor or other outside group before consent is obtained or the IRB has granted appropriate approvals and contract is in place 
	Do not share with sponsor or other outside group before consent is obtained or the IRB has granted appropriate approvals and contract is in place.

	If collected without consent/ HIPAA authorization will NOT be allowed to leave UVA HIPAA covered entity unless disclosure is approved by the IRB and the disclosure is tracked in EPIC 
	If collected without consent/ HIPAA authorization will NOT be allowed to leave UVA HIPAA covered entity unless disclosure is approved by the IRB and a contract is in place prior to sharing of data.


	Highly Sensitive Data
(Identifiable Health Info per HIPAA ) 
	Moderately Sensitive Data 

(Limited Data Set and De-identified data per HIPAA)

	Electronic Data Collection & Sharing 
	Electronic Data Collection & Sharing

	(e.g. smart phone app, electronic consent using tablet etc.)

MUST consult with InfoSec or UVA Health Web Development Office: 434-243-6702

· University Side:    IT‑Security@virginia.edu 

· UVA Health: Web Development Center:  
	

	May use:

· Globus

· UVA Health Dropbox within Sookasa

· Qualtrics Portal for HSD

· Any additional programs identified by Information Security at ITS Web in the Software Gateway.  UVAHealth employees can also review Online Account Request to find additional options. 
May NOT use:

· UVA Box

· UVA Collab

· Question Pro

· non-UVA licensed cloud providers, such as Dropbox, Google Drive, SkyDrive, Survey Monkey, etc.
	May use:

· Globus

· UVA Health Dropbox within Sookasa

· Qualtrics portal for MSD

· UVA Box 

· UVA Collab

· Any additional programs identified by Information Security at ITS Web in the Software Gateway.  UVA Health employees can also review Online Account Request to find additional options. 
May NOT use:

· non-UVA licensed cloud providers, such as Dropbox, Google Drive, SkyDrive, Survey Monkey, etc.

	The following vendors for handling communication with subjects are NOT allowed:

· Google Voice

· Facebook (including Messenger)

· Linked In

· Snapchat
	The following vendors for handling communication with subjects are NOT allowed:

· Google Voice

· Facebook (including Messenger)

· Linked In

· Snapchat


	Individual-Use Device 
	Individual‑Use Device

	Do not save to individual‑use device* without written approval of your Department AND VP 
or Dean.  

If approval obtained, data must be password 
protected and encrypted.
	

	Do not save an email attachment containing HSD to an individual use device * 
	

	E Mail
	E Mail

	Do not share via email with Outlook Web/ or forward email using other email vendors like Gmail/ Yahoo 
	

	Do not send via email on smart phone unless phone is set up by UVA Health
	

	Email may include name, medical record number or Social Security number only if sending email to or from a person with * HS in their email address.

NOTE: VPR & IRB staff do not meet this criteria! 
	In addition to sharing LDS, may include initials if persons sending and receiving email work within the UVA HIPAA covered entity.**

	FAX
	FAX

	Verify FAX number before faxing
	Verify FAX number before faxing

	Use Fax Cover Sheet with Confidentiality Statement
	Use Fax Cover Sheet with Confidentiality Statement

	Verify receiving fax machine is in a restricted access area
	Verify receiving fax machine is in a restricted access area

	Verify intended recipient is clearly indicated
	Verify intended recipient is clearly indicated

	Recipient is alerted to the pending transmission and is available to pick it up immediately
	Recipient is alerted to the pending transmission and is available to pick it up immediately

	TEXT
	TEXT

	Not acceptable.  
	Only acceptable if using a University contracted phone or with approval from Information Security. 

	LOST OR STOLEN RESEARCH DATA
	LOST OR STOLEN RESEARCH DATA

	Must report in accordance with the protocol and in accordance with the Reporting an Information Security Incident Procedure
Any data breach must also be reported to the IRB of Record if the report meets the criteria of an Unanticipated Problem.
	Must report in accordance with the protocol and in accordance with the Reporting an Information Security Incident Procedure
Any data breach must also be reported to the IRB of Record if the report meets the criteria of an Unanticipated Problem.


*  Individual Use Device – examples include smart phone, CD, flash (thumb) drive, laptop, C drive of your computer, 

** At UVA this includes the following areas:, the UVA Health including the School of Medicine & the School of Nursing, the Sheila C. Johnson Center, the Exercise and Sports Injury Laboratory and the Exercise Physiology Laboratory.  

Identifiable health info may also be shared with the following areas without tracking the disclosure as agreements are in place to protect the information:

· VP Office of Research
· Nutrition Services (Morrison’s)

· UVA Center for Survey Research

